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Abstract

Due to the increased number of computer related and cyber crimes reported in third 
world countries, within the past few years, digital forensics has become a key area 
in  law enforcement.  A digital  forensic  framework  compatible  with  a  country’s 
legislation is a must when digital forensics are used in investigating crimes. 
This paper is  a review of several  digital forensic frameworks / models that  are  
currently existing in order to develop an abstract digital forensic process model that 
would be suitable to be used with the current legislation of a developing country 
such as Sri Lanka. It identifies core areas of different forensic models and explains 
why some activities addressed in them become impractical in the context of Sri 
Lanka. The paper uses several computer related and cyber crime cases reported 
from the year 2003 to justify the authors’ views.  

1.0 Introduction
In the recent past there has been a tremendous boost in the information technology 
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sector in Sri Lanka. Computers are reaching rural areas and the IT literacy rate is  
gradually increasing. Further the government has established policies and plans to 
connect all government authorities in to a single network called the LGN[1]. 

Due to the increased IT literacy and the use of IT to ease activities in government  
and private business sectors has resulted in an increase in the number of computer 
related crimes and cyber crimes. This has led the law enforcement agencies in Sri 
Lanka to seek the help of digital forensic specialists in order to investigate these 
crimes.  Further  new  legislation  has  been  drafted  in  order  to  reduce  computer 
related and cyber crimes.[2] 

The University of Colombo School of Computing (UCSC) has been assisting the 
Sri  Lanka  Police  and  the  Criminal  Investigation  Department,  in  several  cases 
starting from the year 2003. Each of these cases have been unique and several ad-
hoc forensic models has been used in order to solve them. 
The objective of this report is to study these cases and develop a common digital  
forensic framework that can be applied to any computer related or cyber crime that 
happens and would happen in the future. 

This document consists of three sections. The next section will briefly describe 
some of the computer related and cyber crime cases reported in Sri Lanka from the 
year 2003. Section three is a review of existing forensic models and frameworks.  
The section four addresses the applicability of well known forensic methodologies 
in to computer related and cyber crimes in Sri Lanka. The last section attempts to 
identify  key  areas  to  be  improved  in  developing  a  forensic  framework  for  Sri 
Lanka. 

2.0 Computer related and Cyber crime cases
This section will briefly describe some of the computer related and cyber crime 
cases  and  how  they  were  solved  by  the  scientists  in  the  UCSC.  The  table  1 
illustrates some of the cases which were solved with the help of forensic experts in 
the UCSC. 

Even  though  some of  the  cases  in  table  1  are  very  primitive,  there  had  been 
situations which the evidence gathering, had been affected due to the suspected 
computer or material being handled incorrectly. 

Mishaps in handling digital  evidence  cannot  be tolerated  in the field of  digital 
forensics due to the 5 fundamental rules of digital evidence.[4] They are, 

1. Admissible 
2. Authentic 
3. Complete 
4. Reliable 
5. Believable 



This elaborates the need for a generic model for handling computer related and 
cyber crime scenes. 

Case No Date Description  
1 2003/11/03 To check and inform the Courts whether the 

Software and the Data which have been taken into 
custody from a Private Communication Centre 
should be confiscated or not  

2 2004/06/24 To submit a report to the Courts whether any 
confidential matters have been revealed through e-
mail from one establishment to another and 
whether the data has been copied and used for any 
purpose as well.  

3 2005/02/28 An Accountant whilst in the service in a Private 
Firm has changed the Computer data and involved 
in an illegal money transaction.  

4 2005/03/03 Change of Website names and the use of websites 
for registration.  

5 2005/06/07 To forge the signature of the President on certain 
letters by using the Computer machines.  

6 2005/06/14 To check and report to Courts whether the 
Computer and the CDs taken into custody from a 
Private Trading Establishment had any 
pornography and indecent films.  

7 2005/10/18 To submit a report on using the computers for 
making pornography and indecent films.  

8 2006/07/05 To submit a report to the CID after having studied 
whether the Computer machine has been used for 
forging the issue of Driving License.  

9 2006/07/18 The use of a computer to forge letters for money 
fraud at the Customs Dept. and for printing of 
currency notes.  

10 2006/08/08 To reveal whether any private information has 
been included in the Website without permission.  

11 2006/08/21 To check and report of the X Bank Treasury Bill 
Section whether any fraud has occurred.  

12 2006/08/23 To report after studying whether any copyright of 
software has been done by the Private Trading 
Firm and have sold them. To summon both parties 
before a Technical Committee and to confirm the 
same.  

13 2006/11/24 To submit a report to Courts whether any virus has 
been included through e-mail  

14 2007/01/16 To study and report whether any foreign funds 
have been collected by an NGO and used to 
financially help the Associations for use for 



terrorist activities against a lawful government  

Table 1. Court cases since year 2003

3.0 Existing Digital Forensic Models
In  order  to  come  up  with  a  generalized  digital  forensic  model,  some  of  the 
currently existing models need to be analysed and reviewed. 

The first digital forensic research workshop held in Utica, New York, outlined an 
investigative process for digital forensic science.[5] The process includes, 

1. Identification - consist of event/crime detection, resolving signature, 
profile  detection,  anomalous  detection,  complains,  system 
monitoring, audit analysis etc. 

2. Preservation -  includes  case  management,  imaging,  chain  of 
custody, and time synchronisation. 

3. Collection -  includes  preservation,  usage  of  approved  methods, 
software and hardware, legal authority, compression, sampling, data 
reduction and usage of recovery techniques. 

4. Examination -  consist  of  preservation,  traceability,  usage  of 
validation,  filtering  techniques,  pattern  matching,  hidden  data 
discovery and extraction 

5. Analysis -  includes  preservation,  traceability,  statistics,  protocols, 
data mining, time lining, and linking. 

6. Presentation -  includes  documentation,  expert  testimony, 
clarification,  mission  impact  statement,  recommended 
countermeasures, and statistical interpretation. 

7. Decision 

The guide for first responders (second edition) by the U.S department of justice 
[6], provides a detailed set of activities to be performed and not to be performed in 
a digital crime scene. These activities to be performed can be categorised as the 
follows. 

1. Securing and evaluating the scene 
2. Documenting the scene 
3. Evidence collection 
4. Packaging, transportation and storage of digital evidence 

Brian Carrier and Eugene Spafford have suggested a digital investigation process 
[7] defined using the theories and techniques used in physical investigations. It is 
based on the ideas  of  Chris  Prosise and Kevin Mandia in  their  book “Incident 
Response:  Investigating Computer  Crime”.  This  process  model  consists  of  five 
phases as follows. 

1. Readiness phase 



2. Deployment phase 
3. Physical Crime Scene Investigation Phases 
4. Digital Crime Scene Investigation Phases 
5. Review Phase 

Extending the DRFWS model  described  above,  Mark  Reith,  Clint  Carr,  Gregg 
Gunsch have proposed a model which consist  of  nine steps in their  paper “An 
Examination of Digital Forensic Models”. The steps are as follows. 

1. Identification - recognizes the incident from the indicators in order 
to determine its type. 

2. Preparation -  this includes preparing  tools and techniques,  search 
warrants,  monitoring  authorizations  and  support  from  the 
management. 

3. Approach strategy - dynamically creates a set of actions that would 
maximize the collection of untainted evidence while minimizing the 
impact to the victim 

4. Preservation -  isolating,  securing,  and  preserving  the  state  of 
physical and digital evidence. 

5. Collection  -  this  includes  recording  the  physical  scene  and 
duplicating  the  digital  evidence  using  standard  and  accepted 
procedures. 

6. Examination  - systematically searching for related evidence to the 
suspected crime. 

7. Analysis - determining significance, reconstructing fragments of data 
and drawing conclusions based on the evidence. 

8. Presentation -  summarising  and  providing  explanations  to  the 
conclusions, in layman’s terms. 

9. Returning evidence - ensuring that the physical and digital property 
is returned to the proper owner as well as determining what evidence 
must be removed. 

The  difference  of  this  process  model  is  that  it  provides  an  abstract  frame  of 
activities to be performed rather than specifying how each an every activity should 
be performed. This makes the model applicable to a variety of digital crime scenes. 
The first step determines the type of the crime scene and the model can be adjusted  
to fix the nature of it. 

4.0 Applicability in the context of Sri Lanka
Considering the computer related and cyber crime cases reported in Sri Lanka from 
the year 2003, no formal process has been followed in solving them. Each case had 
been solved using an ad-hoc approach, and by trial and error.  Even though this 
process works for simple cases, as crime scenes become more and more advanced 
the need for a formal process is emphasized. 



From the four methodologies presented in the previous section, the most applicable 
model for investigating computer related and cyber crimes happening in Sri Lanka 
is the extended DRFWS model proposed by Mark Reith, Clint Carr, and Gregg 
Gunsch. The table 2 lists some of the selected cases from table 1 and cross check 
the activities performed in solving them with the steps in the extended DRFWS 
model.

Case 
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1 To check and 
inform the 
Courts whether 
the Software 
and the Data 
which have 
been taken into 
custody from a 
Private

Yes Yes Yes Yes Yes Yes Yes Yes Yes

3 An Accountant 
whilst in the 
service in a 
Private Firm 
has changed 
the Computer 
data and 
involved in an 
illegal money 
transaction.  

No No No No Yes Yes Yes Yes Yes

4 Change of 
Website names 
and the use of 
websites for 
registration.

Yes Yes Yes Yes Yes Yes Yes Yes Yes

5 To forge the 
signature of the 
President on 
certain letters 
by using the 
Computer 
machines

No No No No Yes Yes Yes Yes Yes



6 To check and 
report to 
Courts whether 
the Computer 
and the CDs 
taken into 
custody from a 
Private Trading 
Establishment 
had any 
pornography 
and indecent 
films.  

No No No No Yes Yes Yes Yes Yes

8 To submit a 
report to the 
CID after 
having studied 
whether the 
Computer 
machine has 
been used for 
forging the 
issue of 
Driving 
Licence.  

Yes Yes Yes No No No No No No

9 The use of a 
computer to 
forge letters for 
money fraud at 
the Customs 
Dept. and for 
printing of 
currency notes. 

No No No No Yes Yes Yes Yes Yes

11 To check and 
report of the X 
Bank Treasury 
Bill Section 
whether any 
fraud has 
occurred.  

Yes Yes Yes Yes Yes Yes Yes Yes Yes

12 To report after 
studying 
whether any 
copyright of 
software has 
been done by 
the Private 

Yes Yes Yes Yes Yes Yes Yes Yes Yes



Trading Firm 
and have sold 
them. To 
summon both 
parties before a 
Technical 
Committee and 
to confirm the 
same.  

14 To study and 
report whether 
any foreign 
funds have 
been collected 
by an NGO 
and used to 
financially help 
the 
Associations 
for use for 
terrorist 
activities 
against a 
lawful 
government  

No No No Yes Yes No No No Yes

Table 2 . Comparison of the activities performed in each case

Almost all of the steps in the extended DRFWS model had been followed in cases  
where  the  digital  forensic  scientists  were  consulted  from the  beginning  of  the 
investigation. In cases where the suspected computing machines or, other digital  
material  were  brought  in  for  examination,  there  had  been  situations  where 
necessary passwords were not available to access the systems, the media had been 
formatted by purpose, or media had been damaged physically due to mishandling 
or aging. In some situations such as case no 14, the forensic scientist were only 
consulted to preserve and collect evidence from the suspected digital material, due 
to the high risk of the evidence being related to national security.

According to the first responders guide by the national institute of justice [6], the 
first responders to a crime scene should ensure that,
 

• All electronic devices, including personal or portable devices at the 
crime scene are secure. 

• No unauthorized person has access to any electronic devices at the 
crime scene. 

• Offers of help or technical assistance from any unauthorized persons 
are rejected. 



• All persons from the crime scene or the immediate area from which 
evidence is to be collected are removed. 

• That the condition of any electronic device is not altered. 
• A computer or electronic device off if it is left turned off. 

Due to the lack of knowledge in handling digital crime scenes in first responders 
have created situations where evidence has been unable to be captured in some of 
the cases. The best example is when one of the computers from the crime scene 
had been shutdown and transported to the forensic lab without even an image of 
the data in the volatile memory. Further in some situations, the transport of digital 
evidence had not been done in accepted standard way. (eg. in anti static bags).
 
Keeping  unauthorized  persons  away  from  a  crime  scene  sometimes  become  a 
problem  when  media  organizations  are  available  on  scene  for  creating  news 
reports.  Further some of the forensic examinations need to be performed under 
strictly  controlled  conditions.  The  cost  for  creating  and  maintaining  these 
controlled  environments  are  costly  and  unaffordable  for  the  law  enforcement 
authorities in most cases . 

If  not  handled  properly,  digital  evidence  have  a  very  high  risk  of  being 
contaminated, or unusable before getting into the hands of the forensic examiners 
or experts. The next section proposes areas that could improve, in such a way that 
the  contamination  and  damage  of  digital  evidence  from a  crime  scene  can  be 
minimized. 

5. The proposed solution 
The best way to minimize the contamination of digital evidence in a crime scene, is 
to educate the first responders and create protocols of what to and what not to be 
performed. The SWDGE best practices guide [10] and the NIJ report [6] can be 
referred in creating such protocol. 

As indicated in table 2, almost all the steps in the extended DRFWS model were  
followed  when  the  forensic  experts  were  consulted  at  the  beginning  of  the 
investigation. Most of the situations where the evidence was contaminated were 
when the suspected material were taken in to custody without consultation of a  
digital forensic expert. Hence seeking expert advice in performing investigations in 
the  crime  scene  itself  would  be  another  step  to  reduce  the  risk  of  evidence 
contamination.

Having  detailed  documentation  about  what  examinations  are  performed  on  the 
evidence or copies of the evidence,  and a lessons learned  report  would greatly 
benefit in reducing the contamination of evidence in future crime scenes.
 
These documents, the experiences of the law enforcement personnel involved in 
the investigations, and the experiences of the forensic scientists involved in the 
examination and analysis  of the digital  evidence can then be used to create an 



outline of a digital forensic framework suitable for Sri Lanka. As the amount of 
documentation  increases,  and  as  more  investigators  get  involved  in  the 
investigations, the developed framework can be enhanced so that it can be applied 
in solving any type of computer related or cyber crime. 

6. Conclusion
By focusing on the areas identified in the previous section, authorities would be 
able to develop a digital forensic framework model which would be suitable for 
solving  any  type  of  computer  related  or  cyber  crime  in  Sri  Lanka.  Each  new 
computer related crime or cyber crime case would then enhance the model further, 
because two crimes are highly unlikely to be similar. Further providing training for 
the  law enforcement  officers  to  handle  digital  crime  scenes  would  ensure  that 
computer and cyber criminals cannot escape from the hands of law.
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